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Audience

If you’re an IMVU developer or partner and you wish to build your own payment web site, catalog, registration page, or completely re-branded avatar service, this document is for you.  To use the API, you need to have an avatar that is registered as a developer which you can do from the web site.

Caution:  To implement an automated payment system you need a decent amount of programming knowledge, especially web programming (Any language is fine.  We use PHP.)  You will also need to become familiar with the XML-RPC protocol.  Finally, you will need to understand how to build an automated payment transaction system via PayPal or your own merchant processor.  If you don't know what those are, learn them and then come back to this document.  Building an automated payment system is not for the faint of heart.

Overview

The Automated Payment Gateway (hereafter “Gateway”) is an API (application programming interface) in our system that allows you to automate certain types of operations.  Most of you will use this API to automate the transfer of credits or products from your account to the user who pays you for those goods.  This document is split into three parts:  a high-level view of the system, how to correctly use the API, and how to use XML-RPC over HTTP.

Bird-eye View

Let’s lay out a hypothetical system where a user can purchase credits from a developer’s web site.  There are four actors in this system:  the user purchasing the credits (“User”), the third-party credit resale site (“Developer Site”), the IMVU database and gateway (“IMVU Gateway”), and PayPal or whichever service the developer site uses to accept payments (“Payment Processor”).

Here is the ordered list of events in a typical, successful transaction:

· User goes to Developer Site and selects an item for purchase.

· Developer Site creates and records a transaction record with the User’s avatarname, item(s) for purchase, and an initial status set to “Payment not received”.

· Developer Site redirects to Payment Processor (or does equivalent processing behind the scenes) to accept payment.

· Payment Processor notifies Developer Site when payment transaction is successfully completed.  (PayPal uses Instant Payment Notification, for example.)

· Developer Site sets status in transaction record to “Payment received”.

· Developer Site calls the IMVU Gateway to deliver the purchased item(s) to the User.

· IMVU Gateway returns a receipt of the transaction.

· Developer Site sets transaction status to “Product delivered”.

API Specification

The gateway currently exposes several functions, listed below in order of ascending complexity.

gateway.checkBalance(

avatarname,

password)

· Parameters:

· avatarname:  String containing the avatarname of the user checking their balance.

· password:  String containing the corresponding password.

· Return value:  Integer representing the number of paid credits owned by avatarname.

gateway.checkBalance2(

avatarname,

password)

· The function checkBalance2 is like checkBalance except that it returns an associative array with “credits” being paid credits and “promo_credits” being promotional credits.

gateway.giveCreditsAndProducts2(

transactionId,

giverAvatarName,

giverPassword,


giveeAvatarName,

creditAmount,

productList)


· Parameters:

· transactionId:  An string representing the transaction ID.  Create these yourself.  (They don’t have to be sequential or even ordered, just unique.)  If a transaction ID is used for two different transactions, an error is returned.  (Unless the different transactions are actually the same, as in the case of a user clicking twice on purchase.  In that case it just silently succeeds.)  You want to store this string somewhere so we can correlate it with our transaction log if need be.  Note: transaction IDs are checked on a per-user basis, so they don’t have to be unique across different users of the gateway.

· giverAvatarName:  string.  The avatar name of the user who is giving the credits and buying the products.

· giverPassword:  string.  Duh.  :)

· giveeAvatarName:  string.  Avatarname of the user receiving the credits and products. 

· creditAmount:  positive integer.  The amount of non-free credits given from the giver to the givee.

· productList:  list of integers (or strings in the case of reseller tokens).  The list of integer product IDs being paid for by the giver and given to the givee.  (May be empty.)  For reseller tokens, the available strings for the corresponding reseller tokens are 

· ‘name’ for Avatar name tokens, 

· ‘namechangetoken’ for Name change reseller tokens, 

· ‘gold’ for Gold pass tokens, 

· and ‘tryit’ for Try-it pass tokens.  
· Return value:  list of strings, containing the receipt of the transaction, if it is successful.  If the transaction is not successful, an error is given with a string describing why.

giveCreditsAndProducts2()will deduct twice from the giver’s account:  One deduction for the creditAmount, and one deduction for the transfer fee.

If giveCreditsAndProducts2() is called twice with the exact same arguments (including the transactionId), it will silently return success for the second call.  This is so that if something goes wrong, the Developer Site can safely just call the function again to make sure the transaction went through.

Registering avatars

For registrations, the Developer Gateway API now includes the following functions:

Int 
registerNewUser( registrar_username, registrar_password, new_user_username, new_user_password, email, gender, matchingGroup, numPromoCredits, givePids, usePids)

· Parameters:

· registrar_username:  string.  Used to identify the registrar (you).  Enter your corporate avatar user account's username.  

· registrar_ password:  string.  Used to identify the registrar (you).  Enter your corporate avatar user account's password.  

· new_user_username:  string. New user’s username. 

· new_user_ password:  string.  Goes with username.  

· email:  string.  Goes with username. Enter what the user has chosen. 

· gender:  string.  Goes with username.  Enter what the user has chosen. Treat avatar gender and user gender as the same.  Later, a user can buy an avatar with a different gender if desired.

· matchingGroup:  Int.  Used to restrict ChatNow such that it matches people with the same group.  You should also enter your corporate avatar userId here.

· numPromoCredits:  Int.  The number of promotional credits you give them out of your account (ask IMVU for suggestions).  

· givePids:  Array of Ints.  The set of initial default products (including clothing items and scenes) that you are giving the new user.

· usePids:  Array of Ints.  The default avatar look, an array of product Ids that the avatar should initially show up wearing/using.  These products should all be contained in your givePids parameter to this function, or in the default pids provided to all users (the avatar, the white room, and BuckStars).

· Return value:  Int, which is the new userid.

Int
checkNameAvailability( username )

· Parameters:

· username:  string.   Candidate new username.  

· Return value:  Int, which is 1 if the name is available, 0 otherwise.

Instructions for registering avatars

Write registration and download web page.  The registration page should let the user enter a username, password, email, and gender as required fields.  It should test if the name is available and instruct the user to try again if not.  To prevent automated registration scripts, the registration page should either (a) ask the user to type in numbers from a messy picture (like IMVU does), or (b) send the user a confirmation email with a code and ask the user to enter the code to complete registration.  

You would give the new user some clothing products so the avatar doesn’t appear plain.  This step is actually optional.  You don’t have to give the new user any clothing or rooms (users will get the white backdrop room and BuckStars automatically).  However, the user’s inventory window will look barren if he starts with no clothing items.  You can issue everyone a standard set of default clothing or you can provide a way to pick and choose like IMVU currently does.   The price of the initial default clothing items comes out of the promotional credits account of the registrar (you).

After completing registration, the user should be sent to a download page where he can click on a link to download from:

http://www.imvu.com/catalog/web_download_latest.php
(web_download_latest.php is a page that will always redirect to the latest full release of the client.)

General instructions

The XML-RPC URL for these functions is https://secure.imvu.com/catalog/skudb/gateway.php. Remember to use https and not http, so your password isn't transmitted in cleartext.  The next section shows an example of how to call these functions in PHP.

Introduction to XML-RPC over HTTP, in PHP (acronymed out yet?)

XML-RPC is a protocol for calling functions on different computers.  (The RPC in XML-RPC stands for Remote Procedure Call.  The XML just means the parameters and return values are encoded in XML.)  We recommend using the client portion of Incutio XML-RPC Library for PHP, available at http://scripts.incutio.com/xmlrpc/.  

$client = new IXR_Client('https://secure.imvu.com/catalog/skudb/gateway.php');

if (!$client->query('gateway.checkBalance', ‘Chad’, ‘My password goes here’)) {

  die('An error occurred - ' . $client->getErrorCode() . ‘:’ .

      $client->getErrorMessage());
}

$balance = $client->getResponse();

print $balance;

if (!$client->query(‘gateway.giveCreditsAndProducts’,


‘45671’,  # Transaction ID


‘Chad’,


“Chad’s password”,


‘Matt’,


10000,  # 10,000 credits.

##

##product ID 191, 80, and Avatar name and Name change token

##


array(191, 80, ‘name’, ‘namechangetoken’)) 
) {

  die('An error occurred - ' . $client->getErrorCode() . ‘:’ .

      $client->getErrorMessage());
}

$receipt = $client->getResponse();

print $receipt;

print $client->getResponse();
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Many of these functions require a valid username and password.

getUserInfo(username, password, user_id) 

· Returns associative array with information about the specified user_id.  The following is an example associative array:

{'hasAccessPass': 1, 

'userId': 349244, 

'starLevel': 2, # unused

'avatarName': 'Dusty', 

'picUrl': 'http://userimages.imvu.com/catalog/includes/modules/phpbb2/images/avatars/349244_102664669644c58343470cb.jpg', 

'isGuest': 0}

One of the elements of this array is 'picUrl', which is an http:// url to the user's avatar picture.  So, when a user uploads a snapshot, this picUrl will change.  It may take a few minutes for the changes to be seen, depending on the cache situation.

int getCategoryCount(username, password) 

· Returns number of categories in catalog.

getCategories(username, password, start_row, row_count) 


· Returns an array of the requested categories, each is an associative array with the following fields:

· categories_id : int(11)

·  categories_image : varchar(64)

·  parent_id : int(11)

·  sort_order : int(3)

·  date_added : datetime

·  last_modified : datetime

·  IS_MATURE : int(1)

·  categories_custompage : varchar(64)

·  custompage_title : varchar(64)

·  categories_customposter : varchar(64)

·  customposter_link : varchar(64)

·  customposter_title : varchar(64)

·  categories_visibilty :
char(1)

·  allow_products : bool

·  allow_subcats : bool

·  created_by : int

getPidsInCategoryCount(username, password, category_id) 

- Given a category ID, returns the number of products in the category.

getPidsInCategory(username, password, category_id, start_row, row_count)


· Given a category ID and a row range, returns a list of product IDs in that category.  

· Example:  getPidsInCategory(‘username’, ‘password’, 45, 10, 20) returns the product IDs of the 10th through 29th (inclusive) products.

getProductInfo(username, password, product_id)


· Given a product ID, returns an associative array describing the product, with the following fields:

· products_id

· products_quantity

· products_model

· products_image

· products_price

· products_date_added

· products_last_modified

· products_date_available

· products_weight

· products_status

· products_tax_class_id

· manufacturers_id

· products_ordered

· products_used

· products_bundle

· products_mature

· products_wholesaleprice

· products_promo_url

· products_dev_url

· products_cflfile

· derivedfrom_products_id

· denomination

· account_product

· derivation_allowed

· products_custompage

· products_avbundle

· products_bonus

· products_name

· products_description

· products_url

· products_viewed

· products_dev_url

· specials_new_products_price

· categories_id


Error codes

	ERROR_UNKNOWN_AV
	1

	ERROR_WRONG_PASSWORD
	2

	ERROR_INVALID_AMOUNT
	3

	ERROR_BAD_TRANSACTION_ID
	4

	ERROR_INTERNAL_DB
	5

	ERROR_INSUFFICIENT_TOKENS
	6

	ERROR_BAD_PID
	7


That should be enough to get you started.

Let us know if you have any questions.  gateway@imvu.com  If you do not know what this document is talking about (see Caution above), do not send an e-mail.  We will only respond to technical inquiries.



